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Letter From he Editor

Northern Overwatch was born out of a simple feeling:
that something important has quietly shifted in our lives,
and most of us never agreed to it. We share more than
we realize, we’re watched more than we’re told, and the
consequences rarely show up all at once — they arrive
slowly, through higher prices, lost opportunities, and a
constant sense of being measured.

This magazine isn’t here to panic you or preach. It’s here

to pay attention, ask better questions, and make the
invisible visible — with fairness, clarity, and a Canadian
lens. Thanks for reading, and welcome.

Sincerely yours,

Adrian Dogaru
Editor-In-Chief
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Why Northern
Overwatch Exists

Seeing what most people can’t -
and why that creates a
responsibility to speak up.

I’'ve spent most of my professional life looking at the
world through technical eyes. Systems. Networks.
Data flows. Permissions. Logs. Not theory - reality.
How things actually work behind the screen. And
once you see it that way, you can’t unsee it.

You notice patterns others don’t. You recognize
risks long before they make headlines. You
understand how small technical decisions quietly
shape people’s lives - often without their knowledge
or consent. And over time, one uncomfortable truth
becomes impossible to ignore: most people will
never see these issues coming. Not because
they’re careless. Not because they’re ignorant. But
because they shouldn’t have to be technologists to
live safely in a digital society. Yet... here we are.

Our lives are now deeply intertwined with systems
we don’t control and barely understand. Our data is
collected, stored, analyzed, shared, sold (and
breached) - often by institutions that insist
everything is fine right up untilit isn’t. When things
go wrong, the responsibility is quietly shifted onto
individuals:

Use stronger passwords.

Be more careful.

Read the fine print.

Meanwhile, the systems holding millions - or
billions - of lives’ worth of data fail at scale. That
disconnectis not accidental, and it’s not
sustainable.

To be clear, this is not a blanket condemnation of
every company or institution. There are
organizations that take privacy and security
seriously. There are engineers, compliance officers,
and executives with a backbone who genuinely try
to do the right thing, even when it’s difficult or
expensive, or... inconvenient. They invest in
safeguards, question questionable practices, and
push back when shortcuts are suggested. But they
are not the whole story.

Too often, privacy becomes negotiable when it
collides with quarterly targets. The race for marginal
revenue growth, engagement metrics, or
shareholder satisfaction routinely overrides
common sense, and sometimes bends the law at
minimum. Data that never needed to be collected is
retained. Access that should be restricted quietly
expands. Transparency is replaced with legal fine
print. And risk is treated as an acceptable
externality, as long as the consequences fall on
users rather than balance sheets.

In theory, we already have systems meant to
protect the public: regulators, oversight bodies,
compliance frameworks, laws. In practice, those
systems sometimes fail - through underfunding,
outdated mandates, regulatory capture, or simple
inertia. When that happens, the gap isn’t filled by
clarity. It’s filled by confusion, silence, or corporate
messaging. And that’s a problem. Because
someone has a duty to explain what’s happening,
why it matters, and who is actually responsible, in
plain language, without jargon, without
fearmongering, and without assuming technical
knowledge.

That’s why Northern Overwatch exists.

Northern Overwatch was founded to be a clear,
steady voice in a noisy digital landscape. A place
where complex issues, privacy, cybersecurity,
surveillance, accountability are translated into
something the general public can understand and
engage with. Not to tell people what to think, but to
give them the information they were never properly
given.
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This isn’t about panic: it’s about awareness.
It’s not about outrage, but accountability. And
it’s certainly not about technology for
technology’s sake. It’s about people.

We already live in a complicated world. People
are busy. They have families, jobs,
responsibilities, and enough stress without
having to decode technical reports or
corporate disclosures just to understand how
their data is being used.

Northern Overwatch exists to bridge that gap...
to look at issues with technical clarity, ethical
grounding, and public interest at the center.
Because when systems become powerful
enough to shape lives invisibly, someone has
to watch. And when no one else is speaking
plainly, someone has to explain.

That is the role Northern Overwatch intends to
play.




Latest News
North Perth Hit by

WorldLe@ks Data-

Theft Operation

North Perth becomes the

latest victim of WorldLe@ks,

a ransomware successor
shifting to pure data-
extortion attacks.

The Municipality of North Perth is responding to a
significant cybersecurity incident discovered on
November 26, 2025, marking the latest in a series
of municipal attacks targeting Canadian public
services. According to the municipality’s official
statement, the event forced immediate
containment measures and disrupted access to
several administrative systems—most notably
waste management and community planning
services, which rely on digital platforms for
scheduling, permitting, and service coordination.

While the investigation is ongoing, the attack has
been attributed to WorldLe@ks, a threat actor that
has become increasingly active across North
America throughout 2025. WorldLe@ks is believed
to be arebrand of the Hunters International
ransomware group, which pivoted from traditional
file-encryption ransomware to a pure data-theft
and extortion model.

Since early 2025, the group has focused entirely on
infiltrating networks, stealing sensitive information,
and threatening to publish it unless victims pay a

ransom—removing the encryption step that
historically caused widespread operational
outages.

In this case, the municipality reports no
confirmation yet of what, if any, data was accessed
or stolen. However, given WorldLe@ks’ established
pattern of exfiltration-first operations, it is highly
likely that the incident involves some degree of
unauthorized data access. Municipal governments,
with their extensive records on residents, zoning,
permits, utilities, emergency services, and vendors,
have become prime targets for this type of extortion
-driven cybercrime.

The immediate priority for North Perth has been
isolating affected systems, working with
cybersecurity specialists, and maintaining essential
operations. Waste management scheduling—
normally automated—has been forced into manual
contingency processes, creating delays and
communication challenges across the community.
Community planning and building-permit
workflows, which rely heavily on digital documents
and geospatial data, are also temporarily impacted.
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North Perth emphasizes that core municipal functions remain operational, and public safety
services are not affected. Still, the incident highlights a broader national trend: local governments are
facing increasing pressure from

cybercriminals who recognize that municipalities often operate with limited IT resources and aging
infrastructure.

The rise of groups like WorldLe@ks underscores a shift in the cybercrime ecosystem. Encryption-based
ransomware once dominated the threat landscape; now, data theft paired with the threat of public
exposure is becoming the preferred tactic. This approach is faster, harder to detect early, and often more
damaging to a victim’s reputation and legal exposure.

As forensic work continues, North Perth has committed to transparency and has informed law
enforcement and privacy regulators. Residents are encouraged to monitor municipal updates as the
investigation progresses.




Canada Launches
Investigation into Facial-
Recognition Billboards at
Toronto’s Union Station

A national privacy investigation is now underway
after it was revealed that digital advertising
billboards near Toronto’s Union Station have been
using facial-detection technology to analyze
passersby. The Office of the Privacy Commissioner
of Canada (OPC), along with Ontario and British
Columbia’s provincial
watchdogs, has opened a
formalinquiry following
public concern that the
technology may have been
deployed without
meaningful transparency

could be considered “sensitive.”

The growing use of Al-powered advertising
technologies has intensified concerns about
surveillance creep — the normalization of data-
driven monitoring in public spaces. Critics argue
that even anonymized facial detection can be used
to infer demographics, track movement patterns,
and influence targeted advertising strategies
without public awareness. Civil liberties groups
have also raised alarms that such systems could
gradually evolve toward full facial recognition,
which has a controversial global track record
related to accuracy, bias, and misuse.

For its part, the advertising
company maintains that the
system only produces non-
identifiable metrics for
audience measurement,
comparing it to foot-traffic

counters or viewership
orconsent. FACIAL analytics. However,

The billboards in question,

advertising network, were
equipped with cameras
capable of detecting facial
characteristics such as o
estimated age, gender, and
emotional expression.
While the company insists
the system does not identify individuals and does
not store biometric data, watchdogs argue that
Canadians deserve clear information about what is
being collected, how it is used, and whether it is
compliant with privacy law.

Union Station, one of Canada’s busiest transit
hubs, sees hundreds of thousands of people pass
through daily — a dense environment where
individuals have little choice but to move through
the space. That lack of practical opt-out is a key
issue for regulators. Privacy commissioners have
repeatedly warned that commercial facial analysis,
even when not tied to identity, can fall under privacy
law if it involves biometric characteristics that

ANALYSIS Canadian privacy rules
operated by a commercial ACTIVE

require organizations to be
explicit about when and why
they are collecting
information from the public.
Regulators will now examine
whether the company
provided adequate notice,
whether facial analytics fall
under personal information statutes, and whether
stronger safeguards should have been in place.

This investigation comes at a moment when
governments worldwide are grappling with how to
regulate Al, biometrics, and automated surveillance
tools. In Canada, it adds urgency to long-standing
calls for modernized privacy legislation that reflects
emerging technology and protects individuals in
public, commercial, and digital environments.

As the inquiry proceeds, the findings may set an
important precedent: how far advertisers — and Al
systems — can go in observing Canadians without
their direct consent.
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Investigations

Sky Global: The Encryption Company
That Governments Couldn’t Control

How a Canadian firm was dismantled through mass
surveillance, legal workarounds, and a global race to
bypass privacy laws

Part 1: The Right to Be Private

(gEY)

In today’s world, every
message, tap, and step

- once a birthright - has
quietly become a
suspicion. Governments

(¢

experience”, and most people, exhausted by
complexity and convenience, have simply given up
the fight. A most unfortunate trend that must be
stopped, if we want any sense of normality
restored. That resignation is precisely why what
happened to Sky Global matters so much.

safe. Corporations insist

Sky Global (maker of Sky ECC) marketed modified
Android/BlackBerry/iPhone (and some re-flashed
Nokia/Google) devices with camera/mic/GPS
disabled and an app that offered message self-
destruct timers and a remote kill-switch/panic
wipe. The company boasted very large key sizes

(Sky ECC devices used a multilayered cryptographic

scheme combining 512-bit Elliptic Curve
Cryptography for key exchange, AES-256 for

leaves a digital trail. Privacy

claim surveillance keeps us

that tracking “improves our

message content encryption, and 2048-bit SSL/TLS
to secure data in transit (basically the strongest
encryption available to date), and publicly offered a
multi-million-dollar bounty to anyone who could
break the system (reported in the press as US$4-5
million). Public reporting lists roughly 171,000
registered SKY ECC devices while other reports
state around 70k active/intercepted devices (as
sources differ).

Timeline: from first police interest to FBI seizure

~2015 - first police sightings/uses. Dutch and
French police encountered Sky ECC devices in
criminal investigations as early as 2015, which put
the service on law-enforcement radars.

2018-2019 - investigation grows / MLAT requests.
Over the 2018-2019 years, authorities in Belgium,
France and the Netherlands increased enquiries
and cross-border cooperation; documents and
reporting show the probe expanded across ports
(Antwerp) and reseller networks.1

Mid-2019 - French court authorises wiretaps of
Roubaix servers. Reporting and legal summaries say
a French court permitted interception of Sky ECC




servers in Roubaix (OVH) in mid-2019, enabling
targeted monitoring. 2

2019-Feb 2021 - JIT work and technical
development. Belgium, the Netherlands and France
formed a Joint Investigation Team; Dutch technical
work (memory acquisition / decryption tools) and
cross-JIT coordination continued into 2020—-early
2021.3

Feb-Mar 2021 - live interception window & message
collection. Law enforcement reports they
intercepted ~1 billion messages over a multi-month

Argus. Europol publicly announced the operation in
early March 2021.5

12 March 2021 - U.S. indictment. The U.S.
Department of Justice (Southern District of
California) announced an indictment of Sky Global
executives (CEO Jean-Frangois Eap and associates)
for allegedly providing devices to help traffickers
avoid law enforcement. 6

~19 March 2021 - site / services shut & domains
seized. In the wake of the raids and provider actions
(BlackBerry revoked services), Sky Global’s public

THIS WEBSITE HAS BEEN SEIZED

This domain has been seized by the Federal Bureau of Investigation in accordance with a seizure warrant
issued pursuant to 18 U.S.C. §§ 1962(d), 18 U.S.C. § 1963(a), and 21 U.S.C. § 841, 846
issued by the United States District Court for the Southern District of California
as part of a joint law enforcement operation and action by:

The United States Attorney’s Office for the Southern District of California
Federal Bureau of Investigation
Drug Enforcement Administration
* Internal Revenue Service
United States Marshal Service
Royal Canadian Mounted Police

For additional information, see https://www.justice.gov

window (reports cite interceptions from February
2021 and memory capture activity spanning late-
2020 into early-2021). 4

9 March 2021 - Operation Argus / coordinated raids.
Belgian and Dutch police carried out mass raids
(hundreds of searches, many arrests) as part of the
coordinated takedown often called Operation

services shut down and its domains/pages were
displayed as seized by U.S./Canadian authorities
(press reporting indicates FBI/DOJ banners on
seized domains). 7

Sky Global wasn’t a crime syndicate or a dark-web
operation. It was a Canadian technology company,
headquartered in Vancouver, that built secure,
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encrypted communication tools for people who wanted to
protect their conversations. Business leaders, journalists,
lawyers, and privacy-conscious citizens used their devices.
Some criminals did too, just as criminals once used
BlackBerry, or still use iPhones, Signal, and WhatsApp today.
Let’s not even mention cryptocurrency.

Butin 2021, international law

enforcement didn’t see nuance.

They saw guilt by association. Sky

Global’s servers were seized, its

infrastructure dismantled, and its

founder, Jean-Francgois Eap, was

charged. Accused of enabling

organized crime, though to this

day, he has never been convicted |

or proven guilty. Let that settle in: A Welcome Back

remain unresolved. The message
here was unmistakable: if your
technology protects privacy, and
someone misuses it, you’re part of |
the crime.

That logic is very dangerous. If it
stands, no privacy tool is safe.
Should we prosecute VPN
providers because hackers use
them? Ban encrypted email
because a fraudster sends a
message? Outlaw padlocks
because thieves once owned
safes?

Those in power are missing

(intentionally or not) a VERY

important point in their rhetoric:

privacy isn’t about hiding, it’s

about freedom. The right to think,

speak, and connect without being

profiled or recorded. It’s about dignity, security, and controlin
an age that wants to take all three away.

Sky Global’s story isn’t only about encryption. It’s about a
world where the very concept of privacy is being criminalized,
and whether we’ll have the courage to defend it before it
disappears completely.
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A Necessary Line to Draw

Let’s be clear about one thing from the start: we do not condone
criminal activity — not in any form, under any circumstances. No
reasonable person does. Privacy is not a shield for crime, and arguing
for privacy is not the same as excusing harm, exploitation, or violence.
Criminal acts deserve investigation, prosecution, and justice through
lawful means.

But that clarity cuts both ways. The existence of crime does not

invalidate the right to privacy for everyone else. Millions of
people use encrypted tools, secure communications, and
privacy-preserving technologies for legitimate, lawful
reasons: journalists protecting sources, businesses
safeguarding trade secrets, citizens defending themselves
against data breaches, identity theft, corporate surveillance,
and increasingly intrusive tracking. Privacy is a defensive
posture, not an admission of guilt.

The goal of this publication — and of this investigation — is
education. We want Canadians to understand how digital
systems work, how their data is collected and used, where

dvgadis

the legal boundaries are supposed to be, and how those
boundaries are sometimes quietly stretched. Knowledge is

what allows people to protect themselves responsibly, not

evade the law. An informed public is harder to exploit, harder to
manipulate, and better equipped to demand accountability from both
corporations and governments.

We believe it is possible — and necessary — to pursue crime without
dismantling the digital rights of everyone else in the process. The
challenge of modern cybersecurity is not choosing between safety and
privacy, but learning how to uphold both. That is the line we are trying
to illuminate, not erase.




Impact on Canadians

When Your Medical Data Leaks,
There’s No Recall Button

And Why a Healthcare Breach Matters

When Canadians think of
privacy risks, they often
imagine hackers stealing
credit-card data or
governments tracking
internet browsing. But
another, more insidious
shiftis happening: the
gradual erosion of
anonymity in public spaces. As cities deploy facial-
recognition cameras, behavioural-tracking sensors,
and pervasive data profiling, the cumulative effect
can feel, for many, like being watched, constantly.

The recent data breach at LifeLabs shows how
deeply our personal data is embedded in everyday
institutions, and how fragile those systems can be.

What Happened at LifeLabs

e |nlate 2019, LifeLabs — one of Canada’s
largest providers of lab testing — was subject to
a cyberattack. The breach exposed the personal
and health data of millions of Canadians.’

e According to its investigation report
(completed in June 2020, publicly released only
in November 2024), hackers accessed data
from systems containing names, addresses,
dates of birth, health-card numbers, login info,
email addresses — and for some, actual lab test

results.?

e The scale was vast: up to 15 million
individuals’ data may have been compromised.®
e The privacy regulators in Ontario and British
Columbia found LifeLabs “failed to take
reasonable steps” to safeguard sensitive
personal health information, and collected
more data than was necessary - violating
obligations under privacy law.*

In 2024 LifeLabs completed a class-action
settlement - roughly 900,000 valid claims were
filed under the settlement process.®

Why This Breach Matters Beyond
Medical Records — It's About Trust
and Surveillance

At first glance, a health-lab data breach may
seem isolated: medical records, lab results,
sensitive personal info. But think about what that
data represents — and what similar sensitivities
are at stake when institutions (public or private)
collect data about where you go, who you meet,
what routes you take, or what ads you respond to.



https://www.newswire.ca/news-releases/commissioners-publish-2020-investigation-report-into-lifelabs-privacy-breach-affecting-millions-of-canadians-857204939.html?utm_source=chatgpt.com
https://www.lifelabs.com/lifelabs-concludes-class-action-settlement-distribution/?utm_source=chatgpt.com

o Normalization of mass data collection. If a medical lab
handled such deeply personal data without sufficient
safeguards, what does that say about the readiness of
public-space surveillance initiatives to protect citizens’
privacy?

° Consolidation of personal identity. The LifeLabs breach
exposed highly identifying information: health-card
numbers, full names, birthdates. Surveillance systems -
with video footage, facial recognition, location logs - can
similarly aggregate data into full, traceable profiles.

° Erosion of trust. People tend to assume health systems are
among the safest data custodians. When that trust is
broken, it shakes confidence not just in medical labs, but in
any institution that collects or processes data, including
public spaces.

o Unseen long-term harms. Beyond identity theft or targeted
phishing, breaches like LifeLabs have psychological
impacts: anxiety, fear of exposure, loss of control. When
surveillance becomes routine, those impacts can intensify.

A Concrete Example: “Ordinary Person +
Ordinary Routine = Permanent Data Shadow”

Because the LifeLabs breach affected millions, precise stories of

individuals are diminished by scale — the “data-drip” effect turns

victims into statistics. Still, consider this hypothetical but realistic

scenario:

o A Canadian undergoes lab testing at LifeLabs. Their lab
results, health-card number, email, date of birth, and
address are stored in the database.

o That data now exists — somewhere — in the hands of
criminals (or at risk of resale or misuse). Even if there’s no
immediate harm, it becomes part of their permanent digital
record.

Why U.S. Ownership of
Canadian Health Data Should
Alarm Every Canadian

LifeLabs’ acquisition by a U.S.-based
company in 2024 raises serious
concerns that go far beyond
corporate restructuring. Medical data
is not just another business asset, itis
among the most sensitive categories
of personal information a person can
have. When ownership shifts outside
Canada, so does meaningful control.
Under U.S. law, companies can be
subject to legislation such as the USA
PATRIOT Act and CLOUD Act, which
may compel disclosure of data to U.S.
authorities, even when that data
belongs to non-U.S. citizens and is
stored outside the United States.
Canadian privacy protections stop at
the border; once ownership crosses
it, enforcement becomes murky at
best.

This is why many argue that Canadian
citizens’ health data should never
have been allowed to fall under
foreign ownership. The federal
government had both the authority
and the responsibility to step in, to
regulate, restrict, or condition such
acquisitions in the public interest.
Health data is part of national critical
infrastructure, just like energy grids or
telecommunications. Treatingitas a
tradable commodity exposes
Canadians to long-term privacy, legal,
and sovereignty risks.

Once medical data leaves Canadian
control, Canadians lose more than
oversight — they lose leverage. And
unlike physical assets, compromised
data cannot be brought back home.




o Now imagine adding another data point: a public-space camera
recognizes their face near a bus stop; a retail sensor detects their
presence in a store; their phone’s WiFi pings their location across multiple
neighbourhoods.

o Over time, these disparate data sources can be stitched into a
comprehensive profile — from health history to movement patterns to
behavioural profile.

e e

The LifeLabs breach reminds us that if even healthcare institutions can
mishandle data, then all institutions — including those deploying
surveillance — could be mishandling far more trivial but equally personal data.

The LifeLabs settlement — like most data-breach settlements in Canada — offers compensation, but it
does not offer restoration. Money can address inconvenience, but it cannot put breached data back into
the vault. Once personal information escapes into criminal markets, it exists permanently: copied,
traded, and stored across systems no one can audit or erase.

LifeLabs isn’t unique. Nearly every major breach settlement in Canada and the U.S. ends the same way
— a cheque for affected individuals, a promise to “do better,” and no meaningful way to retrieve or
neutralize the stolen data. For the victims, the consequences don’t end with a payout. Their information
becomes part of the permanent digital underworld, forcing them to look over their shoulder for years,
always wondering when that old breach will resurface as fraud, identity theft, or something worse.

Financial compensation may close a legal case, but it does not close the vulnerability created by
breached data. In the digital world, once it’s out, it’s out forever.

What This Should Wake Up Canadians To

1. Data-minimalism must become the standard. Institutions should collect only what’s strictly
necessary. If alab doesn’t need a user’s address or past health-history context, it shouldn’t store
it. The same principle should apply to surveillance and tracking systems.

2. Stronger safeguards and accountability for all data handlers. If even sensitive health data isn’t
always protected, we must push for stronger laws, transparent audits, and independent oversight
for all agencies that collect personal data — especially in public spaces.

3. Consent and transparency, even in public spaces. Canadians deserve to know when, how, and why
their data such as movement, face, retail behaviour and more, is being collected, stored or used.
Silence becomes complicity.

4. Public awareness of long-term risks. It’s not just about financial risk orimmediate identity
theft. It’s about living  under persistent visibility, with a permanent digital shadow.




4. Public awareness of long-term risks. It’s not just about financial risk orimmediate identity theft. It’s

about living under persistent visibility, with a permanent digital shadow.

Conclusion: Surveillance Isn’t Just Cameras — It’s
Everything That Generates Data

The 2019 breach at LifeLabs should be a wake-up call. It’s not just a
story about stolen lab results, it’s a cautionary tale about how easily
institutions we trust can fail at protecting our privacy.

As Canada adopts more surveillance technologies, such as facial
recognition, public-space cameras, data mining, we must ask: if a
healthcare lab can’t safeguard medical records, can we trust that our
daily movements and behaviours will remain private?

Our anonymity in public spaces— a core value in a free society —
depends on robust data governance, respect for consent, and real
accountability. The LifeLabs breach shows what’s at stake.

Settlement, Closed Case — Open-Ended Risk

In May 2024, LifeLabs completed distribution of its class-action
settlement related to the 2019 data breach. Many affected Canadians
received as little as $7.86 in compensation. While the settlement
formally closed the legal case, it did nothing to recover or neutralize
the stolen data. Once personal and medical information is exposed, it
cannot be recalled, deleted, or made whole again.

For those impacted, the settlement represents a legal conclusion - not
a practical one. Therisk tied to exposed health data does not expire
when a claim is paid. Identity fraud, targeted scams, or misuse of
personal information may surface years later, long after the headlines
fade. In the digital world, compensation can close a file, but it cannot
undo exposure.

Source: Global News, “LifeLabs settlement payments begin after 2019
data breach”, published May 14, 2024.
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Privacy How-To

The Absolute Basics: What ‘“Personal
Data’” Actually s

A simple guide to understanding what counts as personal

data in Canada
1. Why This is Examples of personal data in Canada include:
Important
e Your name, phone number, home address,
E . email
very service we use—
banks, apps, telecom
providers, hospitals, e Government-issued IDs (SIN, driver’s licence,
websites—collects pieces passport)
of our identity. Canada
has clear definitions of personal information e Financial information (bank accounts, credit
under PIPEDA (Personal Information Protection cards, transaction history)
and Electronic Documents Act) and various
provincial privacy laws, yet most people don’t e Health information

know how broad the definition really is. When
data is leaked or misused, the consequences can

follow someone for years. e Biometric identifiers (facial images, fingerprints,

voiceprints)

2. What Counts as “Personal Data” Most Canadians hear about “personal data”

in Canada every time another breach hits the news, but
few know exactly what the term includes or
Under PIPEDA and provincial acts (like Alberta’s who is supposed to protect it. This guide breaks
PIPA, BC’s PIPA, and Québec’s Law 25), personal down what personal data actually is under
information means any information about an Canadian law, why companies want it, and

identifiable individual. It doesn’t have to be
sensitive. It simply has to identify you directly - or
be combined with other data to do so.

what is really at stake when it’s collected,
shared, or stolen.
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e Online identifiers (IP address, device ID, advertising ID)

e Employment records

e Purchase history

e |ocation data and travel patterns

e “Inferred data” - predictions about behavior, risk scores, interests, and habits

If the information can point to you, it’s personal data under Canadian law.

What Counts as

PERSONAL DATA

— IN CANADA? —

3. Why Companies Want
This Data

Personal data is valuable because it
enables:

SIN & Driver's Licence

e Targeted advertising

e Risk assessments (insurance,

lending, fraud detection) o e "R Blaetrics

e Personalized services

Health Records

Yy
/.
—L
. IP Address & Device ID
= : '
§..% 3 /l\/ .Online &

e Behavior tracking and analytics g—

e Product development Financial Info " Behaviour Data

4
7 :
e Resale to third-party data brokers - Purchase History

In short: your data is a revenue stream.

4. What’s Really at Stake
Once your data is collected, it can be:

e Breached (common)




e Shared with partners (usually invisible to you)
e Used to profile your behaviour

e Sold or traded behind the scenes

e |dentity theft

e |ong-term privacy erosion template.

e Harassment or targeted scams

Canadians have the legal right
to request the personal data
If it leaks, it can lead to: their ISP holds about them.

Scan the QR code to download
e Financial fraud a ready-to-use request

Free Download
Personal Data Request Template (PIPEDA)

e Loss of control over your digital identity

And critically: you cannot get leaked data “back.” You can change a password, but not your birthdate,

biometrics, or history.

5. Who Is Supposed to Protect Your Data in Canada

Privacy protection is not the individual’s job alone. In Canada, there are multiple regulators:

YOUR DATA'S JOURNEY

INDIVIDUAL ------ APP: - > CLOUD ----- > THIRD --—- > DATA
WEBSITE SERVERS PARTIES BROKERS /
DARK WEB

Federal

Office of the Privacy Commissioner of
Canada (OPC)

Enforces PIPEDA for most private-sector
organizations and the Privacy Act for
federal government institutions.

Provincial

These provinces have their own private-
sector privacy laws enforced by their
privacy commissioners:

Québec - Commission d’acces a
Uinformation (Law 25)

Alberta - Office of the Information and
Privacy Commissioner (OIPC Alberta)
British Columbia - Office of the
Information and Privacy Commissioner
of BC

All other provinces and territories fall under PIPEDA at the private-sector level.

These regulators, and not you, are responsible for ensuring organizations follow the law, secure data

properly, report breaches, and handle complaints.
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Cyber Law

and Privacy Policy

Cyber Law in Canada: Who Protects
You, Under What Law, and How It
Actually Works

When Canadians hear PIPEDA is built on a few basic principles:

the term cyber law, many

assume it's a single, e Companies must have a reason to collect your
clear set of rules data

designed to protect them
< Al online. In reality, cyber
law in Canadais a
patchwork of laws,
regulators, and agencies ® They mustprotectit

— each responsible for a specific slice of the

digital world. Understanding who does what isthe ® They should tell you what they’re doing with it
first step to understanding where protection
exists, and where it doesn’t.

e They should only collect what they need

e You have the right to access and correct it

Let’s start at the top. That’s the theory. Enforcement is another story.

The Top-Level Federal Law: Privacy

and Data Protection
What Falls Under PIPEDA?
At the federal level, the most important cyber-
related law affecting everyday Canadians is PIPEDA
— the Personal Information Protection and Under PIPEDA, “personal information” is defined
Electronic Documents Act. broadly. It includes:

In simple terms, PIPEDA governs how private-sector
organizations collect, use, and store personal
information in the course of commercial activities.
If a company operates across provincial borders, or
online, PIPEDA almost certainly applies.

Names, email addresses, phone numbers

e Financial and billing data




o Health and genetic information

° IP addresses and online identifiers (in many cases)

If a company loses this data in a breach, it must:

[ Assess the risk of harm
° Notify affected individuals if there is “real risk of significant harm”
° Report serious breaches to the Privacy Commissioner

However, PIPEDA does not directly punish companies. This is a key limitation many Canadians don’t
realize.

The Privacy Commissioner of Canada: Oversight, Not Enforcement

The Office of the Privacy
Commissioner of Canada (OPC)

: "‘PIPEDAL >, 1

is the main federal privacy
regulator. Its job is to:

—

Investigate complaints from
individuals

‘Criminal Code |

Audit organizations

Make findings and
recommendations

Educate the public

What it cannot currently do
(under PIPEDA):

° Issue fines on its own

Order companies to change
practices immediately

Force compensation

The OPC functions more like a
watchdog and ombudsman than a

police force. It can publicly
shame, pressure, and recommend — but enforcement is limited.

This is one reason Canada has been pushing for reform through Bill C-27, which would introduce stronger
enforcement powers and penalties. Until that happens, protection remains largely reactive.
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Criminal Law: When Cyber Issues Become Crimes

Cyber law isn’t only about privacy. When activities cross into criminal territory — hacking, fraud,
ransomware — the Criminal Code of Canada applies.

This is where law enforcement comes in.

NC3 and Law Enforcement: Chasing the Criminals

The Canadian Centre for Cyber Security (Cyber Centre), part of the Communications Security
Establishment (CSE), focuses on
defensive cybersecurity. It:

e Protects federal government
systems

e Advises critical infrastructure
(energy, telecom, finance)

e |ssues alerts and guidance

It does not investigate individual
crimes or help victims directly.

That role belongs to the National
Cybercrime Coordination
Centre (NC3), run by the RCMP.
NC3roleis to:

e Collects cybercrime reports
from Canadians

Privacy
Commissioner

e Coordinates investigations
across police forces

e Works with international
partners

e |mportant to understand: NC3 coordinates — it does not guarantee investigation. Many reports help
with intelligence gathering rather than immediate action..




Provincial Layers: Even More Complexity

On top of federal law, provinces may have:
o Their own privacy laws (e.g., Quebec’s Law 25, Alberta | Why This Matters to Canadians

and BC private-sector acts)
When a data breach happens, many
Canadians instinctively ask: Who is
protecting me? The uncomfortable answer
is: no single entity is fully responsible.

° Provincial privacy commissioners

] Provincial breach notification rules

Depending on where you live and which organization holds

your data, different laws may apply. Canada’s cyber law framework was built to

guide organizations, not aggressively police
them. Privacy commissioners can

The Big Picture: Why This Feels Confusing investigate, but often cannot fine. Police
can act, but usually only after harm occurs.
Cybersecurity agencies protect systems,
Cyber law in Canada isn’t broken because people don’t care | notindividuals.

— it’s fragmented because it evolved piecemeal.

In plain English: This matters because once your personal

o Privacy law governs how companies should handle data is exposed, it cannot be “put back.”
your data Credit monitoring expires. Settlements are
° Privacy commissioners oversee and investigate symbolic. The long-term risk —identity
y g theft, fraud, surveillance — stays with the
o Police handle crimes after damage is done individual.
° Cybersecurity agencies focus on protecting systems,
not people Understanding how cyber law is structured
helps Canadians see why accountability
There is no single authority “in charge of protecting feels limited, why breaches keep
Canadians online.” happening, and why stronger enforcement
is not a technical issue - it’s a policy
choice.

Understanding this structure doesn’t solve the problem —

but it does explain why, when a breach happens,

accountability often feels slow, distant, orincomplete.

And that’s exactly why cyber law and policy deserve closer scrutiny.




Bitdefender Review: Solid Protection
Without the Headaches

Bitdefender is one of those
security tools that quietly
does its job—and does it
well. It’s been around for
years, consistently ranks
near the topin
independent security
tests, and is trusted by
both everyday users and
professionals. What makes it stand out is that you
don’t need to understand cybersecurity to benefit
from it.

At its core, Bitdefender protects your devices from
malware, viruses, phishing attempts, and malicious
websites. It runs in the background, updates itself
automatically, and doesn’t slow your system down.
For most people, that’s exactly what security
software should do: protect you without getting in
the way.

The Free Version: Surprisingly Good

Bitdefender’s free version is where it really earns
respect. Unlike many “free” security tools that feel
like demos, Bitdefender Free is a fully functional
antivirus. It provides real-time protection against
viruses and malicious files, blocks known threats,
and uses the same core detection engine as the
paid versions.

On mobile and laptops/desktops, it performs

exceptionally well. Once installed, it requires
almost no interaction. You don’t get constant pop-
ups, and it doesn’t nag you into upgrading every
day. It simply scans, blocks threats, and lets you go
about your business. For users who want basic,
reliable protection without paying or configuring
anything, this is one of the best free options
available today.

Bitdefender

Mobile Protection That Actually
Matters

On mobile devices, Bitdefender is especially useful.
Phones are often overlooked when it comes to
security, even though they carry emails, photos,
banking apps, and personal data. The free mobile
version helps protect against malicious apps,
unsafe links, and common online scams - without
draining battery life or slowing the device down.

This makes it a strong choice for people who want
peace of mind without turning their phone into a
sluggish, overprotected brick.




Bitdefender: Company Overview

Bitdefender is a global cybersecurity company founded in 2001 in Romania by software engineer Florin
Talpes. The company started at a time when computer viruses were becoming more common, but security
tools were often heavy, unreliable, and difficult for everyday users to understand. Bitdefender's early focus
was simple: build protection that works quietly and effectively, without slowing systems down.

In its early years, the company developed antivirus engines for both consumers and businesses, gradually
earning recognition for strong threat detection and low system impact. By the mid-2000s, Bitdefender
products were being used internationally, and the company expanded beyond Eastern Europe into North
America and Western Europe.

A major turning point came in the 2010s, when Bitdefender began investing heavily in behavioral analysis
and machine-learning-based threat detection. This allowed it to identify new and unknown threats, not
just rely on virus “signatures.” Around this time, Bitdefender also started licensing its core security engine
to other technology companies—meaning many well-known security products today quietly rely on
Bitdefender technology under the hood.

Today, Bitdefender protects hundreds of millions of devices worldwide and operates offices in countries
including the United States, United Kingdom, France, Germany, and Australia, while maintaining its
engineering roots in Romania. Its product line now covers home users, small businesses, and large
enterprises.

Despite its growth, Bitdefender has kept a strong emphasis on usability. Its free antivirus offering and
lightweight design reflect the same philosophy it started with over two decades ago: security should be
powerful, automatic, and accessible - without requiring users to be experts.




Tools & Projects Aligned
With Neorthern Overwatch

CanHack.ca

A public-interest project breaking down cyber threats, privacy issues, and digital
security concepts in accessible terms.

Institute for Cyber Ethics & Discipline

ICED — A discipline focused on the ethical implications of cybersecurity, surveillance,
data use, and digital authority.

Bit Defender

A security software vendor offering malware protection and internet threat defense
solutions.



NORTHERN OVERWATCH

Independent reporting
on cybersecurity, privacy,
surveillance, and digital
power - focused on how
these forces affect Canadians.

Of e
by i
ISSUE 7 - JANUARY 2026 northernoverwatch.ca jie#

Elhf-f.:




